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The growing threat of cybercrime reinforces the need for adequate data protection and data privacy measures. In 2018
alone, cyberattacks, including those on
systemically important industries like financial services have increased fivefold,
and new estimates put the estimated
global costs of cyberattacks at USD 8 trillion over the next five years. A large proportion of cyberattacks result in unauthorised access to sensitive data, including
that of personal nature, in turn creating
data privacy concerns. Some estimates
suggest that several billion datasets are
breached every year, with some attacks
and data losses taking months to detect.

Each day, a vast amount of information is
transmitted, stored, and collected across
the globe, enabled by the rise of computing and communication power. Technologies and innovation have increased the
need for privacy regulation, whilst requiring existing privacy regulations to adapt
to these new advancements. The emergence of cloud computing, the internet of
things (IoT), 5G networks and big data
analytics present new challenges to the
field of data protection and privacy.
Data protection has been placed high on
the political agendas globally; In 2015,
the United Nations appointed a special
rapporteur on the right to privacy, the European Union (EU) ratified its new privacy legislation in 2016, data protection is
now being included in many trade agreements and data protection has been a
key concern in several high-profile court
cases in relation to national surveillance
issues.

Why Data Protection is Necessary for Sri Lanka
Data protection is increasingly becoming
more relevant to Sri Lanka with the rapid
rise in digitalisation and digital connectivity. By early 2017, Sri Lanka had more
active mobile phone subscriptions than
people, with 124 subscriptions per 100
persons. As of 2017, over 75 per cent of
the 6.2 million internet users in Sri Lanka were estimated to access the internet through smart phone devices. This
continued rise in digitalisation generates
more and more data, and heightens the
requirement for data protection and privacy laws.
Within Sri Lanka, there is also an increasing reliance on digital and cloud
services, all of which collect data. For example, transportation applications such
as Uber and PickMe both collect data for
offline analysis. In addition, there is an increased usage of social media platforms
and cloud communication platforms for
email and calendar management (e.g.
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Google mail and Calendar). These systems, being the primary means of communication, collect large amounts of data
daily and then target advertisements
based on these collected data.
Furthermore, the use of Virtual Private
Networks (VPN) also brings in privacy
concerns. In certain cases, applications
providing this VPN service for free, sell
consumer internet activity data to advertisement targeting agencies. Given the
fact that VPNs can capture all data that
are being transmitted or received by a device, the amount of information captured
can be very detailed (e.g. unencrypted

messaging services, location, contact information, app usage) and this
information can easily be
personally identifiable in
nature.

Implications of Insuﬃcient
Data Protection and Privacy
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As Sri Lanka is set to enable 5G transmission in
2020, the need for comprehensive privacy legislation is heightened. A
large amount of data sent
over current mobile networks is not encrypted or
if it is, leverages outdated
and easily by-passable
encryption methods and
are therefore susceptible
to interception.

